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P12 GitzE>2/N\—Y 3 VEE (PDF)

BRFC2827 (PA TRIITECAAN SRAIEHEEREE)
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BRFC 3704 (PA JRIIFITHBUAAN [BERLIBHEERE)
https://www.ipa.go.jp/security/rfc/RFC3704JA.html

W YOURT LRI ITERR (BRRY RO—=DA14 YDA A= 3yE8IYF—)
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o
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BU\FESSEFTRNT—/N—BREH I /N—r52 M)
https://www.cybertrust.ne.jp/sureserver/basics/ssl_movie.ntml
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P364 F14ESSL/TLSEF 2 PRBENIEHIC
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BNETTH#HFEEA U THD (EHDEMBEDLER
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https://codezine.jp/article/detail/ 5444

BT—TVVY—RVD O PEINBUEEETEEROEF 1) T 1 BIROTE) (ELH®)
https://www.fujitsu.com/jp/documents/about/resources/reports/securityreport/201 5-secur
ityreports/security-2015-08.pdf

BIPATOZAIDO 7 vF (MDD THA FCRITIBEEUEREFEDORN (V—TOT3 LAEER)
https://www.ipa.go.jo/security/technicalwatch/20140306.html

HIPA MyJVN (D « LS VT REERTE)
http://jvndb.jvn.jp/apis/myivn/mijcheck.ntml

BSLADEZ XTI - M58
http://www.soumu.go.jp/main_sosiki/joho_tsusin/top/local_support/pdf/cio_text18_t_18.podf

BERY AT AITERDBUSTHENDS LA RS1Y
ORIIITECEANIBRVIBHEHIE, Ta165)
http://www.meti.go.jp/policy/it_policy/tyoutatu/sla-guideline.pdf

W\Web Application Firewall (WAF) 5G4 (PA)
https://www.ipa.go.jp/files/O0001 731 2.pdf

BOTTHYA RTF v TFvEEATDE [reCAPTCHADELI]) (Syncer)
https://syncer.jo/how-to-introduction-recaptcha

BreCAPTCHA: Easy on Humans, Hard on Bot
https://www.google.com/recaptcha/intro/index.ntml

B YIDS/RY RD=DIIIZPOIEHDRY D =DM &E&ETAPI (SBOUI AT 1)
p381 Syslog TIEEZEETD

BIPA D2 —/AEFa1UF«OTBELC R (NIST SPS0O0-92)
https://www.ipa.go.jp/files/ 00002536 3.pdf

BIPACF 2 PTOTSIVIEE C/C+E58HR > NAMBREXTER > OJRRICKDIIMEREOTE
ADRAVKIZR
https://www..ipa.go.jo/security/awareness/vendor/programmingv?/contents/c301.html

WAYDS/RY bD—=DITVIZPDRHDRY D=l &7EHAPT (SBOUIA T« )
P340 SYMBMRGT

BiESY—EX (MSDN)
https://msdn.microsoft.com/ja-jp/library/92f9ye3s(v=vs.110) .aspx

B RedHat Enterprise Linux £+ a7« 41 K $£3&8 [BS1t
https://access.redhat.com/documentation/ja-JP/Red_Hat_Enterprise_Linux/6/html/Security

_Guide/chap-Security_Guide-Encryption.ntml
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http://www.meti.go.jp/press/2015/07/20150710001/201507 10001 -3.pdf

HIPA NIST Special Publication 800-63. Version 1.0.2. &8FREEICEITDHA RS1Y
https://www.ipa.go.jp/files/00002534 2.pdf

W7 YSA VAN NDERERERSS
https://www.ipa.go.jp/files/000040778.odf

BPA ZFaPTOTSIVIEE > C/C+E5EiR > BSERMBSBMUEXER > T2 —Vy bXFIRET
&R

https://www.ipa.go.jo/security/awareness/vendor/programmingv?/contents/c906.html

BPACF 2 PTOISIVIERE > C/CH+S5EiR > SEEMSMXIER > Ny I »A—/N\—20—
https://www..ipa.go.jo/security/awareness/vendor/programmingv?/contents/c901 .html

BPACF 2 PTOISIVIEE > C/CHEEEIR > TP 1ILXIR > YN v DY DOREXIR
https://www..ipa.go.jo/security/awareness/vendor/programmingv?/contents/c802.html

WL EsWebPTUT -3 VDIEDTS (SBOUIAT 1)
p119 SQLIFUE UICH DRSS (PDF IS5 —XvE—IDSDBEHREZL

BHTTPOHERE GRXtD)
P264 SQLT VYOV 3V”

BZEREWeb P T U =3 VOEDTS (SBOUIA T+ )
p160 ¥R tzY Y3 VID

p164 URLIBSAHDEZY T3 VID

p171 vy avIDOEEL”

WYY DOY3IVHRE OSOVYRAYITOY3Y (ThinkIT)
https://thinkit.co.jp/cert/tech/7/5/4.htm

WSSlr VYT OY3Y (Web Application Security Consortium:Z= DD %E)
http://projects.webappsec.org/f/WASC_TC-1.0.jon.odf

BRREED BD” FaUTXAREFAN? (yohgaki's blog)
http://blog.ohgaki.net/software-defense-attacker-hates

WLZEBEWebPTUT =3 VDIEDT; (SBOUIAT )
P68 Web? T T —3 3 ¥ DB EAESSIEDXT N
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WYY DOY3VHRE OSOVYRAYITOY3Y (ThinkIT)
https://thinkit.co.jp/cert/tech/7/5/4.htm

WSSlF VYT O3y (Web Application Security Consortium:Z= DD %E)
http://projects.webappsec.org/f/WASC_TC-1.0.jon.odf

BRREED D" 2FaUTXAREFAN? (yohgaki's blog)
http://blog.ohgaki.net/software-defense-attacker-hates

WIPA EFaPTOTSIVIHEE > WebPTU/T—Y 3 ViR > ADXIER > IV FIEAREXTR

https://www.ipa.go.jo/security/awareness/vendor/programmingv2/web.html

BRFC 2616 14.38 Server

Note: Revealing the specific software version of the server might allow the server machine to
become more vulnerable to attacks against software that is known to contain security holes.
Server implementors are encouraged to make this field a configurable option.

FER U—NOVUDI RO I PN-I3VEPSMNCTDET. BFaUT 1 M—ILERF > TNDEHNDD D
TNBYI RO PEREOIY—/NNDVY VIREZZ(TOITIEDIDE LNERLN, U—/\DEFESBE. C
DI —=ILREFTYIVELUTEREEEE CEDRDICTIENHESIND,
htto://www.spencernetwork.org/reference/rfc2616-ja-HTTP1 .1 txt

WL 28WebPTUT -3 VDIEDTT (SBOUIAT 1)
P118 IS —AyE—INSDBHRFEAL)

WL EsWebPTUT -3 VDIEDTS (SBOUIAT 1)
p313 NRD—RICETZPTIT -y 3 VEH

BAYIMU/ YD — RMEE (@IT)
https://www.atmarkit.co.jp/ait/articles/1110/06/news154.html

BTV S VFHRICRITD I RDVTHBRUBFES « il 01 RS+ Y (SHEBRIEMEEES (CIO)
IR

https://www kantei.go.ip/jo/singi/it2/guide/guide _line/guideline 100831 .pdf

BHTTPOHERE GRXtD
P283 NBUBIS—XyEz—IWNE

WL E8Web P TV T -3 VDIEDTS (SBOUIAT 1)
p119 SQLIFUE UICH eSSt

BHTTPOHERE GRXtD
P264 SQL1 VIO Y3Y

WL EsWebPTUT -3 VDIEDTS (SBOUIAT 1)

p446 frame. iframeZ{HD7E0)
p434 TN T T UK
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BASHREICT SNV —BROIERBFEREENBEREICEEINTUEDOIRED DU v DI v vFY
71 [CEAT3UIR—F
https://www.ipa.go.jp/files/0000264 79.pdf

WL EsWeb P TV T -3 VDIEDTS (SBOUIAT 1)
P88 VORYA b« ROUTF 1T

BHTTPOHERE Gt
p258 JAOXRY Ak« ADUTFT1 VT

WL 28WebPTUT -3 VDIEDTT (SBOUIAT 1)
pl141 JORYA L« UDIRDx—=Ixl

BIPA CFXaPTO0SIVIEE > WebPTUHT—Y3a ViR > By Y3 Uik > UDIRFAEE
(CSRF) xutR
https://www.ipa.go.jo/security/awareness/vendor/programmingv2/web.html

WL EsWebPTUT =3 VDIEDTS (SBOUIAT 1)
232 I P AIV PO RRICEDNDHERE

BIPA EFaPTOTSIVIHEE > WebPTUT =Y 3 ViR > EEXIER > WebT—/N\HDS5DT 7+
JUREXER
https://www.ipa.go.jo/security/awareness/vendor/programmingv2/web.html

WL EFEWeb P TUT =3 VDIEDTS (SBOUIAFT 1)
p425 Webt —/ V= A\DKEELZEE & XT R

BIPA ©FaPTOTSIVIERE > WebPTUT -3 ViR > BRIREMIBMEXTER
https://www.ipa.go.jo/security/awareness/vendor/programmingv2/web.html

https://www.ipa.go.jo/security/awareness/vendor/programmingv?/contets/wO02_img.html

B Coverity Security Advisor
httos://www.coverity.com/

WFortify SCAHP Fortify Static Code Analyzer)
httos://www.fortify.com/products/hpfssc/source-code-analyzer.html

BIBM Security AppScan
https://www.ibm.com/software/products/ja/appscan

MW\/algrind
httos://valgrind.org/

WL EsWebPTUT -3 VDIEDTS (SBOUIAT 1)
p448 VIV T PXiR

MREEF T v IOY—=ILDOTHBIT (ACTIVE) ZYSAYRAF v VICKDPOORFT VD
https://www.active.go.jp/security/flow/complete.html
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BY20VD bk BFaUTsPRINATF) SSL 30 DOIBIEEICKID., BHREAND KD
https://technet.microsoft.com/ja-ip/library/security/ 3009008.aspx

Mredhat httod ICH1T23 POODLE SSLv3.0 HEsstErRIBEDRRRTIE
https://access.redhat.com/ja/solutions/ 1232613

BJVNDB-2013-005768 NTP @ ntpd @ ntp_request.c MDD monlist HEEICRIT DY —EE
BirE (DoS) DfBssiHE
http://ivndb.jvn.jp/ja/contents/201 3/JVNDB-2013-005768.html

BJPNIC Z—=T 1YL/ (Open Resolver) [CX1T BiERIRES
https://www.nic.ad.jp/ja/dns/openresolver/

BEVHRFEREABRBEWFTEE OREERG
httos://www2.nict.go.ip/aeri/sts/tsp/PubNto/

BV —Ry RVYILFD « — F BFRIBRREY —E X for Public
http://www.jst. nfeed.ad.jo/service/02.html

BE5HE LU TUVVEWANdroid P U — 3 VI3psstD  (@hisoB85e)
http://blog.tokumaru.org/2012/02/is-obfuscation-of-android-application.html

WOT—I)LDOEEESITDIE (Oracle)
https://docs.oracle.com/cd/E26924_01/html/E27144/glmde.html

S88/Vv O EE (Microsoft)
https://technet.microsoft.com/ja-jp/library/cc766472 (v=ws.10).aspx

BWindows, Inernet Explorer2¥+a'J 5 + DUL\E (Microsoft)
htto://www.insa.org/seminar/pki-day/2015/data/2-2_muraki.odf

BTLS/SSL MERE (Microsoft)
httos://msdn.microsoft.com/ja-ip/library/dn786418(v=ws.1 1) .aspx

EMSSL 3.0 DBESEEICKD. BRRBRZVAERD
https://technet.microsoft.com/ja-jp/library/security/3009008.aspx

WEESEIMAPI B3k (SBYUIAT 1)
p241 TIZIBLDRIAEH

BEVIOUSAZEZOMUBMY (A /N—=F3R )
https://www.cybertrust.ne.jp/digicert-ev-code-signing/about-codesigning.html

W Avajlability and description of the File Checksum Integrity Verifier utility (MS)
https://support.microsoft.com/en-us/kb/841290
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BCRYPTREC DiBSP/ILO) ZAMIRECDINT
https://www.cryptrec.go.jp/report/c13_kentou_gijiO1_5.pdf

BFIPS PUB 180-4 Secure Hash Standard (SHS)
http://csrc.nist.gov/publications/fips/fins 180-4/fips-180-4.odf

WX RIBHRT —IN—2 JVN iPedia
http://jvndb.jvn.jp/

BMyJVN fEsSHEXTERIGERINGE Y — /U
http://ivndb.jvn.jp/apis/myjvn/sysad.ntml

EMyJVN APl &3
http://jvhdb.jvn.jp/apis/index.ntml

BIPA TYRFA-UDPULYR-NZaP)L (SRM)] OEEk REBERFIRDIZHD | T EZEABRN
DEV ) R - ERR

https:.//www.ipa.go.jp/about/jigyoseika/O4fy-pro/chosa/srm/srm4 odf
https://www.ipa.go.jp/about/jigyoseika/O5fy-pro/chosa/2005-srm2.pdf
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